
ȭɒəɓɕɑɅɛɍɓɒɒɅɤ ɆɊɌɓɔɅɖɒɓɖɗɡ: 

ɇɖɤɏ ɉɊɕɋɍ ɖɇɓɍ ɕɘɆɊɋɍ 

èȶɊɕɇɍɓɒɍɏɅé (Ȩȯ èȥɎ-ȷɊɏɓé) ñ ɇɊɉɘɞɍɎ ɕɓɖɖɍɎɖɏɍɎ 

ɔɕɓɇɅɎɉɊɕ ɇ ɖəɊɕɊ ȭȷ-ɅɘɗɖɓɕɖɍɒɈɅ ɍ ɓɆɐɅɜɒɠɚ ɖɊɕɇɍɖɓɇ 

ȱɠ ɇɖɊɈɉɅ ɈɅɕɅɒɗɍɕɘɊɑ 

ɇɠɖɓɜɅɎɝɊɊ ɏɅɜɊɖɗɇɓ 

ɘɖɐɘɈ, ɏɓɗɓɕɠɊ 

ɔɕɊɉɓɖɗɅɇɐɤɊɑ 

ȲɅɝɅ ɔɅɕɗɒɊɕɖɏɅɤ ɖɊɗɡ 

ɓɆɟɊɉɍɒɤɊɗ ɆɓɐɊɊ  170 

ɏɓɑɔɅɒɍɎ ɇ  83 ɕɊɈɍɓɒɅɚ 

ȱɠ ɇɠɔɓɐɒɤɊɑ ɔɕɓɊɏɗɠ 

ɐɣɆɓɈɓ ɑɅɖɝɗɅɆɅ ɍ 

ɘɕɓɇɒɤ ɖɐɓɋɒɓɖɗɍ 

ȳɆɖɐɘɋɍɇɅɒɍɊ ɏɐɍɊɒɗɓɇ 

ɒɅ ɆɅɌɊ ɏɓɕɔɓɕɅɗɍɇɒɓɈɓ 

ɉɅɗɅ-ɛɊɒɗɕɅ òȷɕɅɖɗȭɒəɓó 



ȥɘɉɍɗ ɆɊɌɓɔɅɖɒɓɖɗɍ ɏɓɕɔɓɕɅɗɍɇɒɓɎ ɖɊɗɍ ɌɅɏɅɌɜɍɏɅ 

? ȯɅɏ ɒɅɎɗɍ ɏɓɑɔɡɣɗɊɕɠ ɇ ɏɓɕɔɓɕɅɗɍɇɒɓɎ ɖɊɗɍ, 

ɇɚɓɉɤɞɍɊ ɇ bot-net? ȯɅɏ ɇɠɤɇɍɗɡ ɍɖɔɓɐɡɌɓɇɅɒɍɊ 

ȴȳ, ɌɅɔɕɊɞɊɒɒɓɈɓ ɇ ɓɕɈɅɒɍɌɅɛɍɍ?  

 

 

 

ȩɊɎɖɗɇɘɎ ɒɅɇɊɕɒɤɏɅ: ɍɖɔɓɐɡɌɘɎ ɉɐɤ ɉɍɅɈɒɓɖɗɍɏɍ 

ɏɓɕɔɓɕɅɗɍɇɒɓɎ ɖɊɗɍ ɕɊɝɊɒɍɤ  ɏɓɑɔɅɒɍɎ  

CheckPoint,  PaloAlto Networks  ɍ  Fortinet 

ȸɖɐɘɈɅ ɔɓɐɊɌɒɅ ɇɖɊɑ ɏɓɑɔɅɒɍɤɑ (ɍ Ɇɓɐɡɝɍɑ ɍ 

ɑɅɐɊɒɡɏɍɑ), ɏɓɗɓɕɠɊ ɚɓɗɤɗ ɒɅɇɊɖɗɍ ɔɓɕɤɉɓɏ ɇ 

ɏɓɕɔɓɕɅɗɍɇɒɓɎ ɖɊɗɍ. 

1 

ȭȲȳȨȩȥ 

ȧȥȽȥ ȶȪȷɁ 

ȴȳȰȲȥ 

ȶɃȵȴȵȭȬȳȧ 

P 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  
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- ȩɓɏɗɓɕ, ɤ ɇɠɐɊɜɘɖɡ? 

- ȱɒɊ ɖɅɑɓɑɘ ɍɒɗɊɕɊɖɒɓ. 

ȯɅɏ ɢɗɓ ɕɅɆɓɗɅɊɗ? 

1. ȸɖɗɅɒɓɇɏɅ  ɝɐɣɌɅ  ɆɊɌɓɔɅɖɒɓɖɗɍ ð ɖɔɊɛɍɅɐɍɖɗ ɒɅɖɗɕɅɍɇɅɊɗ 

ɝɐɣɌ ɆɊɌɓɔɅɖɒɓɖɗɍ , ɏɓɗɓɕɠɎ ɆɘɉɊɗ ɍɖɔɓɐɡɌɓɇɅɗɡɖɤ ɉɐɤ 

ɓɛɊɒɏɍ.  

2. ȥɒɅɐɍɌ  ɖɊɗɊɇɓɈɓ  ɗɕɅəəɍɏɅ ð ɘɖɗɕɓɎɖɗɇɓ ɘɖɗɅɒɅɇɐɍɇɅɊɗɖɤ ɒɅ 

ɖɕɓɏ ɒɊ ɑɊɒɊɊ ɒɊɉɊɐɍ ɒɅ ɔɐɓɞɅɉɏɊ ɌɅɏɅɌɜɍɏɅ ɉɐɤ 

ɔɓɐɒɓɛɊɒɒɓɈɓ ɅɒɅɐɍɌɅ ɆɊɌɓɔɅɖɒɓɖɗɍ. 

3. ȥɒɅɐɍɌ  ɕɊɌɘɐɡɗɅɗɓɇ ð ɔɓɖɐɊ ɌɅɇɊɕɝɊɒɍɤ ɖɆɓɕɅ ɍɒəɓɕɑɅɛɍɍ 

ɘɖɗɕɓɎɖɗɇɓ ɘɉɅɐɤɊɗɖɤ ɍɌ ɖɊɗɍ ɏɐɍɊɒɗɅ. ȩɅɒɒɠɊ ɔɊɕɊɉɅɣɗɖɤ 

ɅɒɅɐɍɗɍɏɅɑ ɉɐɤ ɅɒɅɐɍɌɅ ɖɓɖɗɓɤɒɍɤ ɆɊɌɓɔɅɖɒɓɖɗɍ. 

4. ȳɗɜɊɗ  ɔɓ  ɕɊɌɘɐɡɗɅɗɅɑ ð ɅɒɅɐɍɗɍɏɍ ɔɕɊɉɖɗɅɇɐɤɣɗ ɓɗɜɊɗɠ ɔɓ 

ɍɑɊɣɞɍɑɖɤ ɘɈɕɓɌɅɑ ɇ ɖɊɗɍ. ȥ ɗɅɏɋɊ ɔɕɊɉɐɅɈɅɣɗ ɔɘɗɍ 

ɕɊɝɊɒɍɤ ɢɗɍɚ ɔɕɓɆɐɊɑ. 

ȶɕɓɏ: 2 ɒɊɉɊɐɍ. 

Security Checkup 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  

ȥɘɉɍɗ ɆɊɌɓɔɅɖɒɓɖɗɍ ɏɓɕɔɓɕɅɗɍɇɒɓɎ ɖɊɗɍ ɌɅɏɅɌɜɍɏɅ 
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ȯɅɏ ɢɗɓ ɕɅɆɓɗɅɊɗ? 

1. ȸɖɗɅɒɓɇɏɅ  ɝɐɣɌɅ  ɆɊɌɓɔɅɖɒɓɖɗɍ ð ɖɔɊɛɍɅɐɍɖɗ ɒɅɖɗɕɅɍɇɅɊɗ 

ɝɐɣɌ ɆɊɌɓɔɅɖɒɓɖɗɍ , ɏɓɗɓɕɠɎ ɆɘɉɊɗ ɍɖɔɓɐɡɌɓɇɅɗɡɖɤ ɉɐɤ 

ɓɛɊɒɏɍ.  

2. ȥɒɅɐɍɌ  ɖɊɗɊɇɓɈɓ  ɗɕɅəəɍɏɅ ð ɘɖɗɕɓɎɖɗɇɓ ɘɖɗɅɒɅɇɐɍɇɅɊɗɖɤ ɒɅ 

ɖɕɓɏ ɒɊ ɑɊɒɊɊ ɒɊɉɊɐɍ ɒɅ ɔɐɓɞɅɉɏɊ ɌɅɏɅɌɜɍɏɅ ɉɐɤ 

ɔɓɐɒɓɛɊɒɒɓɈɓ ɅɒɅɐɍɌɅ ɆɊɌɓɔɅɖɒɓɖɗɍ. 

3. ȥɒɅɐɍɌ  ɕɊɌɘɐɡɗɅɗɓɇ ð ɔɓɖɐɊ ɌɅɇɊɕɝɊɒɍɤ ɖɆɓɕɅ ɍɒəɓɕɑɅɛɍɍ 

ɘɖɗɕɓɎɖɗɇɓ ɘɉɅɐɤɊɗɖɤ ɍɌ ɖɊɗɍ ɏɐɍɊɒɗɅ. ȩɅɒɒɠɊ ɔɊɕɊɉɅɣɗɖɤ 

ɅɒɅɐɍɗɍɏɅɑ ɉɐɤ ɅɒɅɐɍɌɅ ɖɓɖɗɓɤɒɍɤ ɆɊɌɓɔɅɖɒɓɖɗɍ. 

4. ȳɗɜɊɗ  ɔɓ  ɕɊɌɘɐɡɗɅɗɅɑ ð ɅɒɅɐɍɗɍɏɍ ɔɕɊɉɖɗɅɇɐɤɣɗ ɓɗɜɊɗɠ ɔɓ 

ɍɑɊɣɞɍɑɖɤ ɘɈɕɓɌɅɑ ɇ ɖɊɗɍ. ȥ ɗɅɏɋɊ ɔɕɊɉɐɅɈɅɣɗ ɔɘɗɍ 

ɕɊɝɊɒɍɤ ɢɗɍɚ ɔɕɓɆɐɊɑ. 

ȶɕɓɏ: 2 ɒɊɉɊɐɍ.  

Cyber Threat Assessment Program 

ȳɛɊɒɍɗɊ ɆɊɌɓɔɅɖɒɓɖɗɡ ɇɅɝɊɎ ɖɊɗɍ 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  

ȥɘɉɍɗ ɆɊɌɓɔɅɖɒɓɖɗɍ ɏɓɕɔɓɕɅɗɍɇɒɓɎ ɖɊɗɍ ɌɅɏɅɌɜɍɏɅ 
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ȥɗɅɏ ɒɊ ɍɌɆɊɋɅɗɡ. 

ȬɅɗɓ ɇɌɐɓɑɓɇ ð ɑɓɋɒɓ! 

ȯɅɏ ɢɗɓ ɕɅɆɓɗɅɊɗ? 

1. ȸɖɗɅɒɓɇɏɅ  ɝɐɣɌɅ  ɆɊɌɓɔɅɖɒɓɖɗɍ ð ɖɔɊɛɍɅɐɍɖɗ ɒɅɖɗɕɅɍɇɅɊɗ 

ɝɐɣɌ ɆɊɌɓɔɅɖɒɓɖɗɍ , ɏɓɗɓɕɠɎ ɆɘɉɊɗ ɍɖɔɓɐɡɌɓɇɅɗɡɖɤ ɉɐɤ 

ɓɛɊɒɏɍ.  

2. ȥɒɅɐɍɌ  ɖɊɗɊɇɓɈɓ  ɗɕɅəəɍɏɅ ð ɘɖɗɕɓɎɖɗɇɓ ɘɖɗɅɒɅɇɐɍɇɅɊɗɖɤ ɒɅ 

ɖɕɓɏ ɒɊ ɑɊɒɊɊ ɒɊɉɊɐɍ ɒɅ ɔɐɓɞɅɉɏɊ ɌɅɏɅɌɜɍɏɅ ɉɐɤ 

ɔɓɐɒɓɛɊɒɒɓɈɓ ɅɒɅɐɍɌɅ ɆɊɌɓɔɅɖɒɓɖɗɍ. 

3. ȥɒɅɐɍɌ  ɕɊɌɘɐɡɗɅɗɓɇ ð ɔɓɖɐɊ ɌɅɇɊɕɝɊɒɍɤ ɖɆɓɕɅ ɍɒəɓɕɑɅɛɍɍ 

ɘɖɗɕɓɎɖɗɇɓ ɘɉɅɐɤɊɗɖɤ ɍɌ ɖɊɗɍ ɏɐɍɊɒɗɅ. ȩɅɒɒɠɊ ɔɊɕɊɉɅɣɗɖɤ 

ɅɒɅɐɍɗɍɏɅɑ ɉɐɤ ɅɒɅɐɍɌɅ ɖɓɖɗɓɤɒɍɤ ɆɊɌɓɔɅɖɒɓɖɗɍ. 

4. ȳɗɜɊɗ  ɔɓ  ɕɊɌɘɐɡɗɅɗɅɑ ð ɅɒɅɐɍɗɍɏɍ ɔɕɊɉɖɗɅɇɐɤɣɗ ɓɗɜɊɗɠ ɔɓ 

ɍɑɊɣɞɍɑɖɤ ɘɈɕɓɌɅɑ ɇ ɖɊɗɍ. ȥ ɗɅɏɋɊ ɔɕɊɉɐɅɈɅɣɗ ɔɘɗɍ 

ɕɊɝɊɒɍɤ ɢɗɍɚ ɔɕɓɆɐɊɑ. 

ȶɕɓɏ: 2 ɒɊɉɊɐɍ.  

Security Lifecycle Review 

ǐǔǉǊǆ ǐǆǌǋǘǗǥ , ǝǘǔ 

ǈǗǋ ǕǔǊ ǐǔǓǘǖǔǑǋǒ é 

ǐǆǐ ǣǘǆ Ǖǖǔǉǖǆǒǒǆ-  

ǈǡǒǔǉǆǘǋǑǢ ǕǖǔǓǎǐǑǆ ǈ ǗǋǘǢ? 

ǗǋǘǋǈǔǏ ǘǖǆǚǎǐ ǖǆǗǘǋǘ ð  

ǆ Ǘ Ǔǎǒ ǎ ǙǉǖǔǍǆ 

ǥ Ǔǋ ǈǎǌǙ,  

ǝǋǒ ǍǆǓǥǘǡ SAAS-

ǕǖǎǑǔǌǋǓǎǥ 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  

ȥɘɉɍɗ ɆɊɌɓɔɅɖɒɓɖɗɍ ɏɓɕɔɓɕɅɗɍɇɒɓɎ ɖɊɗɍ ɌɅɏɅɌɜɍɏɅ 



ȴɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɊ ɘɜɊɗɒɠɊ ɌɅɔɍɖɍ. ȴɓɐɒɅɤ ɍɒəɓɕɑɅɛɍɤ. 

? ȴɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɊ ɘɜɊɗɒɠɊ ɌɅɔɍɖɍ - ɉɅɒɒɓɖɗɡ, ɆɊɌ 

ɏɓɗɓɕɓɎ ɒɊ ɓɆɓɎɗɍɖɡ. ȧɖɊɈɉɅ Ɇɘɉɘɗ ɖɓɗɕɘɉɒɍɏɍ, ɏɓɗɓɕɠɑ 

ɉɅɒɓ ɉɓɖɗɅɗɓɜɒɓ ɑɒɓɈɓ ɔɕɅɇ ɉɐɤ ɕɅɆɓɗɠ ɖ ɉɅɒɒɠɑɍ.  

Ȳɓ ɜɗɓ, Ɋɖɐɍ... 

- Ɋɖɗɡ ɕɍɖɏ, ɜɗɓ ɒɊ ɇɖɊ ɔɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɊ ɘɜɊɗɒɠɊ 

ɌɅɔɍɖɍ ɌɅɉɓɏɘɑɊɒɗɍɕɓɇɅɒɠ ɍ ɓɗɖɐɊɋɍɇɅɣɗɖɤ 

- ɖɍɖɗɊɑɒɠɎ ɅɉɑɍɒɍɖɗɕɅɗɓɕ ɍɐɍ ɉɕɘɈɓɎ ɓɗɇɊɗɖɗɇɊɒɒɠɎ 

ɖɓɗɕɘɉɒɍɏ ȭȷ-ɓɗɉɊɐɅ ɒɊ ɔɊɕɊɉɅɐ ɇɖɣ ɍɒəɓɕɑɅɛɍɣ ɓ 

ɗɅɏɍɚ ɅɏɏɅɘɒɗɅɚ ɔɕɍ ɘɇɓɐɡɒɊɒɍɍ ɍɐɍ ɘɚɓɉɊ ɇ ɓɗɔɘɖɏ 

- Ɋɖɗɡ ɔɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɊ ɅɏɏɅɘɒɗɠ, ɏɓɗɓɕɠɊ "ɇɝɍɗɠ" ɇ 

ɖɍɖɗɊɑɘ  

- ɇɠ ɉɅɇɒɓ ɒɊ ɔɕɓɇɓɉɍɐɍ Ʌɘɉɍɗ ɍ ɒɊ ɌɒɅɊɗɊ, ɇ ɏɅɏɓɑ 

ɖɓɖɗɓɤɒɍɍ ɒɅɚɓɉɤɗɖɤ ɔɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɊ ɅɏɏɅɘɒɗɠ 

ȸɖɐɘɈɅ ɒɘɋɒɅ ɏɓɑɔɅɒɍɤɑ, ɏɓɗɓɕɠɊ ɚɓɗɤɗ ɘɇɍɉɊɗɡ ɕɊɅɐɡɒɓɊ 

ɖɓɖɗɓɤɒɍɊ ɉɊɐ ɔɓ ɒɅɐɍɜɍɣ ɔɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɚ ɘɜɊɗɒɠɚ 

ɌɅɔɍɖɊɎ.   

5 

ȯɗɓ ɢɗɍ ɐɣɉɍ? 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  



3 ɝɅɈɅ ɉɐɤ ɒɅɚɓɋɉɊɒɍɤ ɇɖɊɚ ɔɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɚ, ɓɆɞɍɚ ɍ 

ɖɐɘɋɊɆɒɠɚ ɘɜɊɗɒɠɚ ɌɅɔɍɖɊɎ ɒɅ ɕɅɆɓɜɍɚ ɖɗɅɒɛɍɤɚ ɍ 

ɖɊɕɇɊɕɅɚ, ɆɊɌ ɍɒɖɗɅɐɐɤɛɍɍ ɔɕɓɉɘɏɗɅ.  

 

1. ȧɠɤɇɐɊɒɍɊ ɔɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɚ ɘɜɊɗɒɠɚ ɌɅɔɍɖɊɎ  

2. ȳɛɊɒɏɅ ɆɊɌɓɔɅɖɒɓɖɗɍ ɔɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɚ ɘɜɊɗɒɠɚ 

ɌɅɔɍɖɊɎ  

3. ȴɕɊɉɓɖɗɅɇɐɊɒɍɊ ɓɗɜɊɗɅ 
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CyberArk DNAË 

ȧ ɍɗɓɈɊ ɔɓɐɘɜɍɑ ɏɕɅɖɍɇɠɎ ɓɗɜɊɗ, ɍɌ 

ɏɓɗɓɕɓɈɓ ɘɌɒɅɊɗɊ ɑɒɓɈɓ 

ɒɊɓɋɍɉɅɒɒɓɈɓ... ȶɕɓɏ: 1 ɉɊɒɡ.  

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  

ȴɕɍɇɍɐɊɈɍɕɓɇɅɒɒɠɊ ɘɜɊɗɒɠɊ ɌɅɔɍɖɍ. ȴɓɐɒɅɤ ɍɒəɓɕɑɅɛɍɤ. 



ȸɖɍɐɊɒɒɠɎ ɏɓɒɗɕɓɐɡ ɖɊɗɊɇɓɈɓ ɔɊɕɍɑɊɗɕɅ 

? ȺɓɗɍɗɊ ɘɇɍɉɊɗɡ ɖɇɓɎ ɔɊɕɍɑɊɗɕ ɗɅɏ, ɏɅɏ ɇɍɉɍɗ ɊɈɓ ɚɅɏɊɕ? 

Ȳɘɋɒɓ ɔɕɓɍɌɇɊɖɗɍ ɓɛɊɒɏɘ ɗɊɏɘɞɊɈɓ ɖɓɖɗɓɤɒɍɤ 

ɌɅɞɍɞɊɒɒɓɖɗɍ ɖɊɗɊɇɓɈɓ ɔɊɕɍɑɊɗɕɅ?  

ȼɗɓ ɉɊɐɅɗɡ ɖɓ ɇɖɊɑɍ ɇɠɤɇɐɊɒɒɠɑɍ ɘɤɌɇɍɑɓɖɗɤɑɍ?  

ȯɅɏ ɕɅɖɖɗɅɇɍɗɡ ɘɕɓɇɒɍ ɏɕɍɗɍɜɒɓɖɗɍ ɘɤɌɇɍɑɓɖɗɊɎ? 

ȸɖɐɘɈɅ ɒɘɋɒɅ ɇɖɊɑ ɏɓɑɔɅɒɍɤɑ, ɏɓɗɓɕɠɊ ɚɓɗɤɗ 

ɓɛɊɒɍɗɡ ɖɗɊɔɊɒɡ ɌɅɞɍɗɠ ɔɊɕɍɑɊɗɕɅ. 

7 

ȸɕɓɇɊɒɡ ɘɤɌɇɍɑɓɖɗɊɎ ɔɊɕɍɑɊɗɕɓɇ 

ɗɓɐɡɏɓ ɕɅɖɗɊɗê 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  



ȳɆɟɊɏɗɍɇɒɅɤ ɍ ɒɊɌɅɇɍɖɍɑɅɤ ɓɛɊɒɏɅ ɌɅɞɍɞɊɒɒɓɖɗɍ 

ɔɓɌɇɓɐɤɊɗ ɓɔɕɊɉɊɐɍɗɡ, ɒɅɖɏɓɐɡɏɓ ɢəəɊɏɗɍɇɒɠ ɒɅ ɔɕɅɏɗɍɏɊ 

ɔɕɍɑɊɒɤɊɑɠɊ ɑɊɕɠ ɌɅɞɍɗɠ ɍɒəɓɕɑɅɛɍɍ. ȧ ɍɗɓɈɊ ɌɅɏɅɌɜɍɏ 

ɔɓɐɘɜɅɊɗ: 

ÅɒɊɌɅɇɍɖɍɑɘɣ ɓɛɊɒɏɘ ɗɊɏɘɞɊɈɓ ɘɕɓɇɒɤ ɌɅɞɍɞɊɒɒɓɖɗɍ 

ɖɊɗɊɇɓɈɓ ɔɊɕɍɑɊɗɕɅ 

ÅɏɓɑɔɐɊɏɖɒɘɣ ɓɛɊɒɏɘ ɖɓɓɗɇɊɗɖɗɇɍɤ ɗɕɊɆɓɇɅɒɍɤɑ 

ɆɊɌɓɔɅɖɒɓɖɗɍ ñ ɖɓɈɐɅɖɒɓ ɔɓɐɍɗɍɏɊ ɆɊɌɓɔɅɖɒɓɖɗɍ 

ÅɓɔɊɕɅɗɍɇɒɓɊ ɓɔɓɇɊɞɊɒɍɊ ɓ ɇɠɤɇɐɊɒɍɍ ɒɅ ɘɌɐɅɚ ɖɊɗɊɇɓɈɓ 

ɔɊɕɍɑɊɗɕɅ ɒɓɇɠɚ ɖɊɕɇɍɖɓɇ ɍ ɘɤɌɇɍɑɓɖɗɊɎ, ɏɓɗɓɕɠɊ ɑɓɈɘɗ 

Ɇɠɗɡ ɍɖɔɓɐɡɌɓɇɅɒɠ ɔɓɗɊɒɛɍɅɐɡɒɠɑ ɒɅɕɘɝɍɗɊɐɊɑ ɉɐɤ 

ɔɕɓɇɊɉɊɒɍɤ ɅɗɅɏ ɖɓ ɖɗɓɕɓɒɠ ɖɊɗɍ ȭɒɗɊɕɒɊɗ 

ÅɔɓɉɕɓɆɒɠɎ ɅɒɅɐɍɗɍɜɊɖɏɍɎ ɓɗɜɊɗ 

P 

8 ȸɖɍɐɊɒɒɠɎ ɏɓɒɗɕɓɐɡ ɖɊɗɊɇɓɈɓ ɔɊɕɍɑɊɗɕɅ 

ȶɕɓɏ: 1 ɑɊɖɤɛ.  

ȷɅɏ-ɖ, ɔɓɖɑɓɗɕɍɑ, ɔɓɖɑɓɗɕɍɑ ê 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  



ȯɓɒɗɕɓɐɡ ɍ ɌɅɞɍɗɅ ɉɅɒɒɠɚ 

? ȲɅ ɖɊɈɓɉɒɤɝɒɍɎ ɉɊɒɡ ɖɐɓɋɒɓ Ɇɠɖɗɕɓ ɍ ɢəəɊɏɗɍɇɒɓ 

ɓɗɇɊɗɍɗɡ ɒɅ ɗɅɏɍɊ ɆɅɌɓɇɠɊ ɇɓɔɕɓɖɠ ɘɔɕɅɇɐɊɒɍɤ ɉɅɒɒɠɑɍ, 

ɏɅɏ: 

Åȸ ɏɓɈɓ ɍ ɏɘɉɅ Ɋɖɗɡ ɉɓɖɗɘɔ?  

Åȯɗɓ ɍ ɏɅɏ ɕɅɆɓɗɅɊɗ ɖ ɉɓɖɗɘɔɒɠɑɍ ɉɅɒɒɠɑɍ? 

ÅȨɉɊ ɒɅɚɓɉɤɗɖɤ ɔɊɕɖɓɒɅɐɡɒɠɊ/ ɏɓɒəɍɉɊɒɛɍɅɐɡɒɠɊ 

ɉɅɒɒɠɊ? 

ÅȯɅɏ ɑɍɒɍɑɍɌɍɕɓɇɅɗɡ ɉɓɖɗɘɔ ɉɓ ɘɕɓɇɒɤ, ɒɊɓɆɚɓɉɍɑɓɈɓ 

ɉɐɤ ɕɅɆɓɗɠ? 

Åȭ ɉɕɘɈɍɊ ɇɓɔɕɓɖɠ, ɇɅɋɒɠɊ ɉɐɤ ɖɗɅɆɍɐɡɒɓɎ ɕɅɆɓɗɠ 

ɏɓɑɔɅɒɍɍ. 

ȴɓɗɊɕɤ ɏɓɒɗɕɓɐɤ ɌɅ ɍɖɔɓɐɡɌɓɇɅɒɍɊɑ ɍɒəɓɕɑɅɛɍɍ, 

ɖɓɔɕɤɋɊɒɅ ɒɊ ɗɓɐɡɏɓ ɖ ɇɓɌɑɓɋɒɠɑɍ əɍɒɅɒɖɓɇɠɑɍ 

ɔɓɗɊɕɤɑɍ, ɒɓ ɍ ɖ ɕɍɖɏɅɑɍ ɒɊ ɖɓɓɗɇɊɗɖɗɇɍɤ ɗɕɊɆɓɇɅɒɍɤɑ 

ɌɅɏɓɒɓɉɅɗɊɐɡɖɗɇɅ ȵȹ. 

9 

ȥ ȧɠ Ɉɓɗɓɇɠ ɕɍɖɏɒɘɗɡ ɖɇɓɊɎ 

ɍɒəɓɕɑɅɛɍɊɎ? 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  



ȧ ɕɅɑɏɅɚ ɔɕɊɉɐɅɈɅɊɑɓɈɓ ɅɘɉɍɗɅ ɑɠ ɓɌɒɅɏɓɑɍɑ ȧɅɖ ɖ 

əɘɒɏɛɍɓɒɅɐɡɒɓɖɗɡɣ ȴȳ, ɔɕɓɉɊɑɓɒɖɗɕɍɕɘɊɑ, ɏɅɏ ɑɓɈɘɗ 

Ɇɠɗɡ ɕɊɝɊɒɠ ɍɑɊɣɞɍɊɖɤ ɔɓɇɖɊɉɒɊɇɒɠɊ ɍɐɍ ɓɔɊɕɅɗɍɇɒɠɊ 

ɌɅɉɅɜɍ.  

 

ȴɓ ɍɗɓɈɅɑ ɅɘɉɍɗɅ ɆɘɉɊɗ ɔɓɉɈɓɗɓɇɐɊɒ ɓɗɜɊɗ, ɇ ɏɓɗɓɕɓɑ 

ɓɗɓɆɕɅɌɍɗɡɖɤ ɗɊɏɘɞɊɊ ɖɓɖɗɓɤɒɍɊ ɉɅɒɒɠɚ ɓɕɈɅɒɍɌɅɛɍɍ ɒɅ 

ɍɒɗɊɕɊɖɘɣɞɍɚ ɔɐɅɗəɓɕɑɅɚ, Ɋɖɗɡ ɐɍ ɒɊɖɓɓɗɇɊɗɖɗɇɍɤ ɖ 

ɇɒɘɗɕɊɒɒɍɑɍ ɔɓɐɍɗɍɏɅɑɍ ɓɕɈɅɒɍɌɅɛɍɍ, ɍɑɊɣɗɖɤ ɐɍ 

ɖɐɅɆɠɊ ɑɊɖɗɅ, ɏɅɏɘɣ ɓɔɅɖɒɓɖɗɡ ɓɒɍ ɔɕɊɉɓɖɗɅɇɐɤɣɗ ɍ ɏɅɏ 

ɢəəɊɏɗɍɇɒɓ ɍɚ ɌɅɏɕɠɗɡ.  

P 

A 

ȦɓɐɡɝɊ, ɜɊɑ ɕɊɝɊɒɍɊ. 

ȩɓɏɅɌɅɒɒɅɤ ɖɗɕɅɗɊɈɍɤ ɉɐɤ ɌɅɞɍɗɠ ɉɅɒɒɠɚ. 

ȶɕɓɏ: 1 ɑɊɖɤɛ.  

ȯɓɒɗɕɓɐɡ ɍ ɌɅɞɍɗɅ ɉɅɒɒɠɚ 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  



ȬɅɞɍɗɅ ɓɗ DDoS-ɅɗɅɏ 

? DDoS-ɅɗɅɏɅ ȧɅɖ ɒɊ ɏɅɖɅɊɗɖɤ?  

ȳɝɍɆɅɊɗɊɖɡ!  

ȴɕɓɆɐɊɑɅ DDoS-ɅɗɅɏ ɏɅɖɅɊɗɖɤ ɒɊ ɗɓɐɡɏɓ ɏɕɘɔɒɠɚ 

ɏɓɑɔɅɒɍɎ ɍ ɓɕɈɅɒɍɌɅɛɍɎ.  

ȻɊɐɍ ɌɐɓɘɑɠɝɐɊɒɒɍɏɓɇ ɒɊɔɕɊɉɖɏɅɌɘɊɑɠ ɍ ɍɚ 

ɍɒɗɊɕɊɖɠ ɑɓɈɘɗ ɌɅɗɕɅɈɍɇɅɗɡ ɒɊ ɗɓɐɡɏɓ ɏɓɑɑɊɕɜɊɖɏɍɊ 

ɖəɊɕɠ, ɒɓ ɍ ɔɓɐɍɗɍɜɊɖɏɍɊ, ɆɐɅɈɓɗɇɓɕɍɗɊɐɡɒɠɊ, 

ȶȱȭ ɍ ɔɕɓɜɍɊ. 

ȶɊɈɓɉɒɤ ɖɗɓɍɑɓɖɗɡ ɌɅɏɅɌɅ DDoS-ɅɗɅɏɍ ɒɅɜɍɒɅɊɗɖɤ ɖ 

50$ ɇ ɖɘɗɏɍ, ɜɗɓ ɉɊɐɅɊɗ ɢɗɓɗ ɍɒɖɗɕɘɑɊɒɗ ɓɜɊɒɡ 

ɔɓɔɘɐɤɕɒɠɑ ɖɕɊɉɍ ɌɐɓɘɑɠɝɐɊɒɒɍɏɓɇ. 

Ȫɖɐɍ ɖɅɎɗ ɔɕɍɒɓɖɍɗ ɉɊɒɡɈɍ ɍɐɍ ɇɠɕɅɋɅɊɗ ɒɊɘɈɓɉɒɓɊ 

ɏɓɑɘ-ɐɍɆɓ ɑɒɊɒɍɊ - ɓɒ ɇ ɌɓɒɊ ɕɍɖɏɅ. 

B 

ȳɖɗɅɒɓɇɍɗɊ DDoS, ɔɓɏɅ ɓɒ ɒɊ 

ɓɖɗɅɒɓɇɍɐ ɇɅɖ! 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  



ȴɓɜɊɑɘ Qrator: 

ÅòȸɑɒɅɤó əɍɐɡɗɕɅɛɍɤ ɗɕɅəɍɏɅ HTTPS ɆɊɌ ɉɊɝɍəɕɓɇɅɒɍɤ. 

ÅȬɅɞɍɗɅ ɇ ɅɇɗɓɑɅɗɍɜɊɖɏɓɑ ɕɊɋɍɑɊ, ɇɏɐɣɜɅɤ L7 OSI 

ÅȰɊɈɏɓɖɗɡ ɔɓɉɏɐɣɜɊɒɍɤ - ɒɊɓɆɚɓɉɍɑɓ ɍɌɑɊɒɍɗɡ A-ɌɅɔɍɖɡ 

ɖɇɓɊɈɓ ɖɅɎɗɅ, ɍ ɓɒ ɌɅɞɍɞɊɒ 

ÅȶɕɊɉɒɤɤ ɉɓɖɗɘɔɒɓɖɗɡ ɖɅɎɗɓɇ ɏɐɍɊɒɗɓɇ Qrator ɇ ɔɊɕɇɓɑ 

ɔɓɐɘɈɓɉɍɍ 2016 ɈɓɉɅ - 99,895% 

ÅȱɍɒɍɑɅɐɡɒɓɊ ɏɓɐɍɜɊɖɗɇɓ ɐɓɋɒɠɚ ɖɕɅɆɅɗɠɇɅɒɍɎ. 0% - ɆɊɌ 

ɅɗɅɏɍ. ȲɊ ɆɓɐɊɊ 5% - ɔɓɉ ɅɗɅɏɓɎ 

ÅȧɕɊɑɤ ɕɊɅɏɛɍɍ ɖɊɗɍ Qrator ɒɅ ɅɗɅɏɘ DDoS - ɓɗ 30 ɖɊɏ. ɉɓ 3 

ɑɍɒ 

P 

C ȬɅɞɍɗɅ ɓɗ DDoS-ɅɗɅɏ 

ȮɓɚɔɖɒɆɜɎɔɓɓɆɥ ɇɋɍɔɕɆɗɓɔɗɘɢ ɗ ɓəɑɋɈɔɏ ɜɋɓɔɏ  

ȶɕɓɏ: 7 ɖɘɗɓɏ, Ɋɖɐɍ ɖɅɎɗ ɒɊ ɔɓɉ ɇɓɌɉɊɎɖɗɇɍɊɑ DDoS-ɅɗɅɏɍ. 

ȰɍɆɓ 1 ɖɘɗɏɍ ɔɓɉ ɅɗɅɏɓɎ.   

ȳɗəɍɐɡɗɕɘɎ ɐɍɝɒɊɊ! 


